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Abstract

Fog/Edge networks (FENs) refer to wireless networks in which a “close-to-
end-user cloud” is established amongst handheld devices to offer communication,
computation, and storage services. In this paper, we focus on FENs that are
formed by on-body devices of first responders and leveraged (as mission-critical
deployable networks) in disaster-response scenarios. Designing an efficient rout-
ing protocol for such FENs is challenging since they exhibit dynamic connectiv-
ity characteristics and unreliable wireless links due to the mobility of devices,
wireless obstacles, etc. Moreover, FENs applications in disaster-response sce-
narios distribute their processing/storage tasks to local nodes and accordingly
have diverse requirements in terms of packet delivery’s rate and delay (PDR and
PDD). On the other hand, most of the state-of-the-art routing protocols are not
suitable for FENs since their target networks have static connectivity character-
istics. Furthermore, these protocols provide poor support for seamless mobility
communication and for exploiting all devices’ wireless interfaces as well as their
initial /subsequent deployment(s) require pushing changes to the TCP/IP stack.
In this paper, we present Resilient Socket (RSock), a limited-replication-based
routing protocol that decides whether to use packet replication and by how

much based on the mission-critical deployable FENs connectivity conditions.
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RSock is an identity-based routing protocol that exploits all wireless interfaces
to route/deliver packets for IP-address/interface agnostic applications. We de-
sign RSock as an easy-to deploy-and-evolve protocol and we demonstrate its
feasibility through a reliable full-system implementation for Linux and Android
platforms. Real-world experiments show that RSock performs well in disaster-

response scenarios.

1. Introduction

Fog/edge networks (FENs) aim to establish a wireless bubble (Wi-Fi and/or
LTE) amongst end-users’ handheld devices (i.e., at the edge of the network) to
enhance their communication, computation and storage capabilities. FENs aim
to reduce the number of tasks that are transferred to the cloud while supporting
nodes mobility, location awareness, and efficient handling of real-time tasks. In
this paper, we focus on a particular type of Fog/Edge networks (FENs). Specif-
ically, the mission-critical deployable FENs that are formed by the on-body
devices of first responders in disaster-response scenarios [1]. In such scenarios,
a first responders team, who are equipped with mobile devices, aim to accom-
plish a wide-area search task after a disaster (e.g., earthquake, hurricanes) to
look for victims, as shown in Figure The team might leverage a manpack
that is equipped with an eNodeB and Wi-Fi hot-spots (as shown in Figure
to establish communications amongst their handheld devices and to the cloud
via the Command and Control center (C2), as shown in Figure Typically,
(C2s in such networks are reachable via the vehicular Delay Tolerant Networks
(DTN)’s nodes.

Previous research [2] have shown that the connectivity amongst FENs’ de-
vices has diverse and dynamic characteristics. We also observed and validated
that conclusion during real-world training scenarios for first responders [3].
Factors such as lack of infrastructure networks, wireless obstacles (e.g., met-
als, concrete blocks, etc.), mobility of devices (e.g., people, ambulances, etc.)

results in unreliable wireless links. Accordingly, the first responders might
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Figure 1: a) First responders team during a disaster with an established mission-critical
deployable FEN. b) A manpack with Wi-Fi and LTE hot-spots for first responders. c) A

schematic of a disaster-response system deployment.

form networks with time-varying topology despite the fact that they might
be in some cases totally disconnected. From another perspective, the appli-
cations of mission-critical deployable FENs like the Android Team Awareness
Kit (ATAK) [4] [5] that is used by first responders for navigation, situational
awareness, and data sharing, as well as other applications for storage file system
and chatting [6, [7, 8, @] have diverse requirements in terms of packet delivery
rate and/or delay (PDR, PDD). However, most of the designed/implemented
state-of-the-art routing protocols [10} [T}, 121 13| [T4] [15] 16, 17, 18} 19, 20, 2T, 22]
perform poorly in all FENs since they are designed with a specific type of con-
nectivity in mind (well/intermittently connected). Furthermore, the aforemen-
tioned protocols do not support seamless endpoint mobility when devices’ IP
addresses change, do not exploit different devices’ wireless interfaces, as well as
they are only simulated or have a prototype-level (i.e., proof-of-concept) imple-

mentation. It’s not even clear how to deploy these protocols without pushing
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