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Abstract—At the beginning of 2021 a massive amount of
servers using Microsoft’s Exchange program were breached by
a foreign hacker group called HAFNIUM. This group discovered
and exploited 4 different zero-day vulnerabilities which sent the
entire cybersecurity community into a panic. Immediately after
data breach was discovered, Microsoft and other governmental
security agencies alerted all the users. Microsoft released multiple
patches to safeguard the attack surface. This paper provides an
in-depth analysis of the attack methodology, impacts and possible
defense solutions. An estimated 400,000 Exchange Servers were
affected by this attack, and a large portion of servers are still
vulnerable today. Microsoft has released an effective security
patch to stop the exploitation of the vulnerabilities.

Index Terms—Backdoors, Microsoft Exchange, Data Breach,
zero-day vulnerabilities, Serverside request forgery, HAFNIUM,
File writing vulnerabilities

I. INTRODUCTION

In January of 2021 there was a data breach in Microsoft
Exchange Servers. A company called Volexity was auditing the
security of Microsoft’s servers when they noticed a presence
within the network of the customer, downloading emails. After
that caught the eye of the auditing team, they began to dig
deeper into the server that the client was using and noticed
some very unexpected requests. The requests that were being
sent through were asking for very specific information from
email accounts and files. Through this, the team began to
uncover one of the largest breaches in Microsoft Systems.
According to Adair, the head of the auditing company, this
breach had been underway for almost three months, and he
had never seen anything like this before [1]-[3].

The hackers exploited multiple errors within the code
that created vulnerabilities [4]. The hackers had taken all of
the vulnerabilities and in combination together used them to
gain the initial access to Microsoft Exchange servers. After
gaining this access Web Shells would be deployed allowing
the hackers to steal data and use malicious practices against
the server users. The hackers would also set up back doors
into the system [5], in the case that the they could not access
after patches, and updates were deployed by Microsoft, fixing
the vulnerabilities.

Even with the day-one vulnerabilities other factors ac-
counted for systems being breached. According to NPR [1],
two conditions needed to be met in order for companies to be
exploited: 1) They needed to be managed by the company’s
Internet security team locally, and 2) They needed to be

connected to the internet as the hackers were not entirely
local. Due to these two requirements Microsoft Cloud was
not subject to the same type of attacks, it being on the cloud
ensured that its’ security is run by Microsoft directly. The
Microsoft Threat Intelligence center took no time determining
who the hackers were and how they infiltrated the company’s
software. At first the team thought that the hack was not very
big as not much data was being taken and suddenly the hack
started covering a wide range of companies rather than just
a few. So much so that even the American government got
involved as their information was also at risk.

The hackers that were concluded to be responsible by
several agencies, is an organization that goes by HAFNIUM
[6]. HAFNIUM is a group that operates allegedly from a
foreign nation [1]. Their goal is to find information from
industries, disclose, and compromise the information. It has
been noticed previously by Microsoft, as early as June of
2020. The group is known as a nation-state hacker, and is
backed by an adversarial government. The group has been
known for doing similar attacks on victims that have internet-
facing servers. They will usually gain access to these servers
and then gain access to confidential information. The group is
known to orchestrate these attacks from virtual private servers
that they lease, which are typically hosted in the United States.

In this paper we describe multiple aspects of this attack,
and what lead to the steady increase in compromised systems.
In Section II the problems leading up to the attack, target
victims, and the architecture of the system are discussed.
Section III describes the vulnerabilities that were used to enter
the system, and the process attackers would take in infiltrating,
and exploit compromised systems. Section IV discusses the
various ways of how this hack affected the community, and the
ongoing problems faced by Exchange server owners. Section
V offers up different solutions that Microsoft highly suggested
to the responders of the systems that were hacked. Section VI
describes reasoning for why the attacks were very effective.

II. BACKGROUND

The Exchange breach is an example of how even larger
software companies can have vulnerabilities in the systems
they create. The vulnerability that was in Microsoft Exchange
came from multiple day one vulnerabilities, and the reason
for the large scale coverage that came was due to the speed
with which these vulnerabilities were discovered. HAFNIUM



Jan 5th - - ¢ DEVCORE tells Microsoft of finding.
DEVCORE reports Microsoft
Jan 8th -- ¢ reproduced and verified findings.
Feb 2nd ...« Volexity tells Microsoft about attack
on vulnerabilities.
Feb 8th ...« Microsoft confirms situation has
escalated.
Feb 26th ... EXploitation turns into a global
mass-scan.
Backdoors begin to be implemented
Feb27th -0 (ha large scale for affected servers.
Microsoft releases updates to patch
Mar 2nd - - -¢ exploit.
Mar 5th - ..« White House briefing expresses
concern over attack.
Mar 9th ... Microsoft says 100,000 of 400,000
servers remain unpatched.

Fig. 1: Exchange Data Breach Timeline (2021)

is believed to be the perpetrator of these attacks [6], [7]. The
group has done attacks similar to this before. They targeted
multiple internet-facing servers, and open-source frameworks
such as Covenant. Microsoft has also seen Hafnium interacting
with multiple Office 365 Tenants, in many of these cases
they were unsuccessful, but it did help Hafnium prepare
for the attack on the Microsoft Exchange servers. Microsoft
speculates that a large reason for the success of this attack
is due to the amount of surveillance, and data Hafnium has
gathered on their network. The group also had the resources
needed for such an attack, as they are believed to be a nation-
state hacker.

A. Nation State Hackers

The idea of nation state hackers can be a complicated
topic, the definition is a hacker, or a group of hackers that
works with an adversarial government [8]. Their purpose
is to commit cyber-crimes against opposite government or
other ally countries. Due to the funding and backing from
governments combating nation state hackers can be a difficult
task [9], [10]. Due to the backing from governmental bodies
the groups could be companies, small task forces, or even
divisions in the countries military. The groups usually get
a large amount of funding for projects, as well as have
the resources to access systems. With the large amount of
resources it is easier for these groups to gain access to a
system, and accomplish the task they are given. Helping push
the agenda of who they are working for.  Since these groups
can work for different governments the purpose of their attacks
can not always inferred, and the intentions of these groups can
change depending on which government or group is funding
the hackers [9]. Hafnium is known to be a hacking group
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Fig. 2: Microsoft Exchange Server Architecture

backed by a foreign government, which has helped security
specialists to infer what the purpose of these attacks could
be. The government usually uses nation-state hackers to help
retrieve information depending on what industries they would
like to improve on [1]. It is believed that the reason for the
attacks was to gather data that foreign governments could use
to help expand Al development, which is one of the industries
that foreign governments is currently working to expand in. It
also would explain a large amount of the chosen victims, and
information that was being taken.

B. Microsoft Exchange System

Fig. 2 depicts the architecture of a typical Microsoft Ex-
change Server that HAFNIUM infiltrated and Fig. 1 shows
the timeline in which the events occurred. The Client Access
section on Exchange servers are responsible for accepting all
forms of client connections [11]. The front end services proxy
connections to the back-end,due to this Clients do not directly
connect to the back-end directly, but as will be described in
III the zero day vulnerabilities found by HAFNIUM helped to
bypass this design. This was possible because when a client
would want to connect using HTTP, the server would use
HTTP as a way to proxy a request to the server. This would
be in a secured SSL using self-signed certificate, and the
vulnerabilities that will be described in detail had the ability
to circumvent this.

C. Victims of Attacks

The victims of many of these attacks were companies and
people who were running their own local Exchange servers.
Many of these companies were relatively small, and had either
a small IT department or no IT department at all [4], [12],
[13]. Since these companies were small, they had little need
for extensive security. Due to this many of them had these
servers connected to the internet, which allowed for Hafnium
to gain access to these systems. In the beginning the amount
of victims was small and as Tom Burt, vice president at
Microsoft who manages the digital crimes unit states, “At the
time it was perceived as a relatively routine report of a couple



TABLE I: Microsoft Exchange Exploit Definitions

Definition

Server-side request forgery

(SSRF) vulnerability in Exchange.

Insecure deserialization vulnerability in the
Unified Messaging service. Insecure deseri-
alization is where untrusted user-controllable
data is deserialized by a program.
Post-authentication arbitrary

file write vulnerability in Exchange.
Post-authentication arbitrary

file write vulnerability in Exchange.

Exploit
CVE-2021-26855

CVE-2021-26857

CVE-2021-26858

CVE-2021-27065

of vulnerabilities, it was in just a couple of dozen entities
worldwide and just a handful in the U.S. We and the rest of
the defender community see this activity happening all the
time.”

Microsoft was working on a patch to fix these vulnera-
bilities while it was still small scale, but then the hack went
viral. Microsoft security reports have shown that before a
patch could be deployed HAFNIUM had decided to ramp up
the identification of vulnerable servers, which allowed for the
number of compromised systems to spike. Microsoft believed
that now other foreign actors from foreign governments were
targeting these systems, and had to change their approach now
that the situation had escalated [14].

III. ATTACK METHODOLOGY

When hacking into any system the first step is to gather
information. When HAFNIUM scanned the servers for Mi-
crosoft Exchange, they were able to pin-point 4 zero-day
vulnerabilities that they can exploit. Table I lists the four
common vulnerabilities and exposures (CVE). A zero-day
vulnerability is a weak part of the system that had not been
known to the company that made the software [4]. These
vulnerabilities allowed the hackers to access the servers that
were only located on-site, in other words, the servers that were
not connected to the cloud. After accessing these servers, they
begun to steal emails, company data, passwords and usernames
in order to escalate their privileges within the server to gain
more data and this enabled them to maintain their access
within the vulnerable server.

A. Server-side Request Forgery

The first of the four zero-day vulnerabilities is called CVE-
2021-26855 [4]. This specific attack is a vulnerability that
allows for server-side forgery (SSRF). Through this weak-
ness, the hacker group was allowed to send arbitrary HTTPS
requests to the server, and then say that the messages were
real messages sent to the server. This weakness is especially
concerning as anyone could access the server in this manner
and it would not have to be a trusted source.

B. Deserialization vulnerability

The second vulnerability was called CVE-2021-26857
[15]. This particular vulnerability dealt with the Unified Mes-
saging service within the Microsoft Exchange servers. This
particular service allows users to make and access calls made
across the server [16]. The messaging service allowed for data
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to be deserialized in an insecure manner. Insecure deserializa-
tion makes a system vulnerable to Denial of Service attacks
(DoS attacks), or bypass authentication [17].Standing by itself,
this vulnerability does not appear to do much besides make the
service unusable. Used with the other three vulnerabilities, this
is a very good weapon for the hackers.In combination with the
other weaknesses in the system, the hackers are able to pass
data into the system that could harm the system as a whole.

C. First File Write Vulnerability

The third vulnerability was called CVE-2021-26858 [15].
This vulnerability dealt with an arbitrary file write. This means
the hackers could have easily written random files within the
server with information or even with programs to run [18].
The thing about this weakness is that the attacker would need
to be able to authenticate who they were within the system.
With the first vulnerability that was mentions, this is not a
difficult task for the hackers.

D. Second File Write Vulnerability

The final vulnerability that was a main part of the
Microsoft Exchange breach was called CVE-2021-27065 [15].
This vulnerability is very similar to the third one mentioned
in that it also deals with arbitrary file writing within the
server after the hackers were authenticated. The hackers could
and did use both of these to write files to any path within
the server. The hackers used this also to create a web shell
within the servers they exploited. Web shells are commonly
used to escalate and maintain access within the system that
was hacked [19]. This shell cannot perform any other actions
except maintain access within the system after the hack is
performed so it is always the next step to monitoring the
system for hackers [19].

E. The Process

As shown in the Fig 3 HAFNIUM would use the first
and second vulnerabilities to enter and destabilize the system,
HAFNIUM then used the last two vulnerabilities to create
web shells within the servers. After the web shells were
planted within the systems to act as back doors, the hackers
used a program called Procdump to dump the Local Security
Authority Subsystem Service Process. Procdump is a standard



program developed by Microsoft to assist in monitoring CPU
spikes and creating a crash to help determine the cause
of the spike [20]. The Local Security Authority Subsystem
Service Process is an process that is used to run Windows
operating systems and authenticate users [21]. Using these two
programs, the hackers were able to overload the system and
then infiltrate it.

Once the vulnerabilities the hackers were using became
public, there was mass panic. This panic drew a lot of
attention to what they were doing, making it more difficult for
HAFNIUM to take files from the systems they were hacking
quickly. To solve the issue of the speed of exfiltration, they
started to encrypt the data they were taking and using a 7-
zip to compress the files and take them quicker. The next
step that they did was to install and use a program called
Exchange Powershell to export data that they were taking
from emails. Exchange Powershell is is a command line
based interface that is used to automate administrative tasks
[22]. The next step for these hackers was to use Nishang
Invoke-PowerShellTcpOneLine reverse shell. Nishang is a tool
in Linux that enables the usage of payloads to run post
exploitation tests [23]. The final thing that these unethical
hackers did was download PowerCat, a powershell that can
generate payloads and transfer files [24], to open a connection
to a remote server.

With all of these steps followed the hackers were able to
take emails, company data, passwords, and usernames from
the companies that they had infiltrated. Once the hack went
public the hackers started to encrypt data, install ransomware
and malware onto the systems. Through this the hackers were
able to take a lot of information.

IV. IMPACT

The impact of the attack started small, but as this section
will explain the attack grew into a large-scale crisis due to
multiple factors. The first indication of a vulnerability being
found in Microsoft Exchange servers was suspected to be
found in early January with a small number of clients being
compromised [14]. HAFNIUM being the first organization to
exploit this vulnerability was a large reason why this had
started as a smaller number of compromises [1].

In the beginning the vulnerability was seen as routine.
The number of reports coming in about vulnerabilities was
typical for a new patch [1]. The months of February, and
January had little instances of servers being compromised, and
seemed relatively manageable [14]. The hack was not being
shared and deployed at an alarming rate, but this soon changed.
The amount of reports coming in changed from a couple a
day to thousands a day. Microsoft had set a date for “Patch
Tuesday”, but had to escalate the progress of development as
the attacks had become a crisis. The patch was deployed on
March 2nd, and Microsoft had now officially announced the
vulnerabilities that were found.
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Fig. 4: Countries With Most Attacks

A. Public Announcement Leads to Larger Surge

The announcement led to a large surge in attacks [25],
as now it was public that there was something wrong. This
with HAFNIUM releasing the hack that was implemented to
the public created a chain reaction of more servers being
compromised [14]. HAFNIUM, other groups, and amateur
hackers now started to scan for more compromised Exchange
Servers and started to install back doors on as many of them as
possible. The thousands of compromises a day grew. This had
all happened within 3 days of the patch and announcement
by Microsoft [26]. Even with the speed of the remediation
the impact was very high. According to KrebsOnSecurity
[27] on March 5th at least 30,000 servers were compromised
within the United States, and it is estimated that hundreds of
thousands of servers worldwide have had backdoors installed.
This is an estimation of the scope of the attack, and is believed
to be even larger than this estimation. As of March 9th
Microsoft had confirmed that 100,000 servers were still not
patched [28], and these systems were still being exploited at
this time, and as of the most current report from Microsoft on
March 12th there are still 82,000 servers not patched [29].

B. Attacks Deployed on Compromised Servers

Many of the servers that have been compromised fell
victim to ransomware attacks. These attacks are believed to
have been done by multiple agents, both nation-state and
small scale hackers and hacking groups. The ransomware
that was identified was DoejoCrypt/DearCry which was being
deployed into systems that were still vulnerable. This allowed
for hackers to enter into vulnerable systems, and start to
encrypt the data that was being stored within the systems. This
would lead to black mailing, and ransom messages being sent
to server owners. As this was seen as one of the most common
forms of ransomware used in these attacks it could be inferred
that many groups were put into situations where their data was
encrypted until an amount of money was paid to the malicious
agents. Another common impact for the Exchange servers was
the installation of crypto currency mining botnets. Hackers
were using the servers as a way to generate crypto currency
for themselves, and using the hardware of the companies that
had these local Exchange servers.

C. Affects on Organizations

These attacks have been detrimental for many businesses.
Microsoft had identified originally that the attack had com-
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promised over 400,000 Exchange Servers. As shown in the
Fig. 4 The United States was hit the worst, but there were
also countries like Germany, and the United Kingdoms who
suffered from these attacks. In Fig. 5 The largest portion of
servers to be attacked was Government, and Military which
is what led to the United States government taking action in
this large scale compromise of Exchange Servers [30]. After
Microsoft had released the first patch the amount of vulnerable
servers has decreased tremendously. According to Microsoft in
patch notes from March 12, 2021 the vulnerable servers have
decreased by 95 percent with this current patch. Even with this
patch there are still servers that are vulnerable due to multiple
factors such as back door access, and many people who have
not updated their Microsoft Exchange server. This large scale
attack will have consequences for many years, and still is in
the process of being re mediated as server hosts must check
console logs, and ensure back doors are not in their server.

The impact of these attacks are large scale, and shows
that once the news spreads of a vulnerability the situation can
become even more dire. After Microsoft had released the news
of the exploit the amount of systems being attacked increased,
and more servers became compromised. The main issue was
unlike a Cloud network where Microsoft could push an update
directly, the local servers had to be updated locally. This in
combination with having to release the news of the exploit to
the server owners made it possible for attackers to act on this
information.

V. DEFENSE SOLUTION

There are a few ways that one can prevent the attack that
occurred. The vulnerabilities that were exploited within this
are CVE-2021-26855, CVE-2021-26858, CVE-2021-26857,
and CVE-2021-27065. CVE-2021-26855 “allows unauthenti-
cated remote code execution” which is a major issue as anyone
in the world could access the server [15]. In this section we
talk about the various solutions to the issues described in
previous sections.

A. First Solution: Install Security Update

The main remedy that Microsoft highly recommended to
its users is that they update their systems to at least the March
2021 version as all the previous versions had the vulnerabilities
that HAFNIUM used to break into the servers [1]. The issue
with this however, is that it is difficult to switch to the current
version right away and apply all of the security updates. On
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Fig. 6: Secondary Defense Solution blocking port 443 Traffic

their blog, Microsoft also gave some suggestions on how to
immediately fix some of the more vulnerable issues such as
running a mitigation tool that they wrote. The tools are helpful
in closing off the access to the vulnerable servers but do not
necessarily run scans to see if the server had already been
exploited.

B. Second Solution: Block Traffic to Port 443

Another remedy that Microsoft suggested was to block off
port 443, as shown in Fig 6. This port is used for HTTPS traffic
[25]. In blocking this port, which would effectively isolate the
server from the internet which is how the servers have all been
infiltrated. As shown in 6 this was not the best response for the
organization that is affected. It would block the hacker from
gaining access to the system, but it would also disable access
for a normal user of their service as well. Many companies
could not use this solution as it would create a block in the
way that their businesses operate.

C. Other Possible Solutions

Microsoft has multiple additional steps to take to prevent
an attack on the server as well as help stop an attack in
progress. Collecting evidence of the attack as well as vul-
nerabilities is something that is mentioned on Microsoft’s
blog for responders and investigators multiple times [31].
Collecting evidence of the attack is a key element as it
helps the company develop more advanced tools for future
attacks that are similar. As with all technology, restarting the
system also helps remedy some issues, which is something
that is highly suggested in the event of an attack [31]. The
final suggestion that Microsoft mentions is that the responder
remove any ASPX and ASPNET files from the system that
appear to be malicious.

D. Main Problems

The biggest issue responders encountered when remedi-
ating this attack was that the Exchange servers were locally
hosted. Due to this Microsoft could not push this patch through
directly to all exposed machines [4]. Unlike a cloud where
Microsoft has access to these machines the local machines
had to be updated by whoever was managing them, such as a
companies IT department, or in some cases people had to be
brought in to install the patch to companies systems [32]. This
led to a slow response time from server owners, and the only
way to tell the owners how to fix this was to raise awareness.
As the awareness was being raised it helped for users to patch



their servers, but it also led to more hackers starting to increase
their implementation of back doors, as it became more public.
Even the federal government had become concerned about the
large amount of compromised servers, and started to become
part of the awareness movement [1].

In conclusion, the best solution is to isolate the server,
as many of the vulnerabilities deal with enabling unauthorized
remote access through web shells. Then to run the mitigation
scripts from Microsoft to temporarily fix the server and protect
it from further attacks while you wait for the main server
security update to upload.

VI. CONCLUSION

The Microsoft Exchange Data Breach is a great example
of how when a nation state hacker targets a system it is not
always possible to mitigate an attack. HAFNIUM had been
previously monitoring Microsoft systems, and the speed in
infiltrating systems was evident as the day one vulnerability
was found, and used very quickly. The Exchange Servers
also being accessed were local which helped to escalate the
situation, as Cloud Monitoring is done directly by Microsoft,
and local servers did not have the same amount of surveillance
and security. As well as the patch had to be announced
publicly allowing the news of a large exploit on servers
reaching many attackers who started scanning for vulnerable
systems. Microsoft had taken the correct steps in the fixing
the vulnerabilities, but due to the publicity and that the server
owners being responsible for updating their servers it made
this attack difficult to resolve.
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